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© A program executing on a first processor in an 
MP configuration awaiting the release of a resource 
held by anotner processor, detects the expiration of 
a fixed ;ime interval, and initiates a hierarchy of 
recovery actions designed to cause the resource to 
be freed. These actions, targeted at a processor 
believed to be the one currently holding the re- 
source, are taken only if that processor is not ex- 
ecuting an "exempt" routine. The actions, taken in 
order of increasing severity, are: wait for a second 
fixed time interval: terminate the routine on the 
resource-holding processor, allowing retry; terminate 
the routine without allowing retry; invoke Alternate 
CP Recovery. The hierarchy is escalated against the 
target processor until that processor releases the 
resource, and against other processors in the con* 
figuration until the resource is acquired by the first 
processor. These actions may proceed in parallel for 
multiple detecting and target processors within an 
MP environment. 
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© A program executing on a first processor in an 
MP configuration awaiting the release of a resource 
held by another processor, detects the expiration of 
a fixed time interval, and initiates a hierarchy of 
recovery actions designed to cause the resource to 
be freed. These actions, targeted at. a processor 
believed to be the one currently holding the re- 
source, are taken only if that processor is not ex- 
2fecutmg an "exempt" routine. The actions, taken in 
order of increasing severity, are: wait for a second 
CO fixed time interval; terminate the routine on the 
2 resource-holding processor, allowing retry; terminate 
the routine without allowing retry; invoke Alternate 
TZOP Recovery. The hierarchy is escalated against the 
target processor until that processor releases the 
resource, and against other processors in the con- 
® figuration until the resource is acquired by the first 
^processor. These actions may proceed in parallel for 
UJ multiple detecting and target processors within an 
MP environment. 
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SYSTEMATIC RECOVERY OF EXCESSIVE SPIN LOOPS IN AN N-WAY MP ENVIRONMENT 



"n$ .r.ver. ticn relates to the fieia of systems 
::r-:i crccramming. More scearicaily. <t -elates to 
•~ -uranisms :'cr rejecting and recovering from so in 
•:-;c 5.-i.5-:cr.3 <n muitiorocssscr system configura- 
tors 5 

\ £0:fi ocp iS a condition whicn occurs in a 
mutiiprccessor (MP) system *hen a routine execut- 
ing cn one Central Processor (CP) is unable so 
cc-moiete a function due to a dependence on some 
action ceing taken on another CP. If the function ;o 
must be comoieteo before .further processing can 
be performed, the routine may enter a loop and 
scin waiting for the required action to be taken on 
the other CP. 

Spin loops typically occur in systems such as ;s 
MVS.XA ana MVS/ESA when a system routine is 
attempting to perform one of the following func- 
tions: 

1. Communicate with other CPs - For exam- 
ple, when an MVS system routine running on one zo ■ 
CP determines that an address space should be 
swapped out of main storage, it is necessary to 
notify ail other CPs to purge their translation 
lookaside buffers of addresses related to that ad- 
dress space. This is accomplished by issuing a 25 
SiGP (Signal Processor) Emergency Signal to the 

other CPs. Until each CP responds with an indica- ■ 
tion that st has performed the required purge, the 
initiating MVS routine will enter a spin loop to await 
completion of the required action. jo 

2. 3eriali2ation of function across all CPs - 
MVS uses system locks to serialize execution of 
many func:;cns across ail of the CPs in the system. 
This is --ecessary to ensure the integrity of the 
operation being performed. The general locking is 
architecture jsea in the MVS system is described 

in the 3M Technical Disclosure bulletin, Oec. 
1973. Volume i6. No. 7, at page 2420. As an 
example. :f an MVS routine on one CP wishes to 
process tne results of an I/O interrupt from a de- 40 
vice, it must ensure that status about the interrupt 
is not ^naovertently corrupted by a system routine 
on another CP wishing to initiate a new I/O opera* 
tion to the oevice. This is accomplished via the use 
of a system lock per device. If a system routine *s 
requires the lock for a given device which is owned 
by a routine on another CP. it will enter a spin loop 
until the lock becomes available. 

Spin loops are a normal phenomenon of an MP 
system. They are almost always extremely brief so 
and non -disruptive to the operating environment. 
However, when their duration becomes excessive, 
spin loops become a problem which requires re* 
covery action to resolve. In the prior art, those 
actions were determined and performed by the 



system ccerator. 

Excessive scm ;ccp (E3L) cc rations car *e 
triggered for a -vice variety of causes. Per -rxarrr 
the CP which is r.oicing a resource resume jv re 
routine somnirg cn another CP may ts: 
o Experiencing a n arc ware *'aiiure 
o Experiencing a software failure 
o Performing a critical function .vmcr. taxes an 
unusually long period of time to complete 
o Stopped by the operator or by the ocera-'re 
system 

In the past, the MVS operating system re- 
jected -he existence of an ESL and surfaces re 
conGition to the system operator. The betection 
was performed by the routine in the spin lecp. after 
spinning for a full ESL timeout interval, which was 
approximately 40 seconds in MVS. It then invoked 
the Excessive Spin Notification Routine, to issue a 
message to the operator requesting recovery ac- 
tion. 

Determination of the correction recovery action 
to resolve an ESL condition is complex, error- 
prone, and especially critical given the severe m- 
pact such a condition has on the operating system. 
Due to the frequency of inter-processor commu- 
nication and cross-CP resource serialization in an 
MP environment, when one CP fails, all ether CPs 
very quickly enter spin loops until the problem on 
the failing CP is resolved. 

According to the prior art. there were three 
recovery actions that an operator can take when an 
ESL occurs. Each has benefits and drawbacks as- 
sociated with it. The actions are as foilows: 

1. Respond to the ESL message to continue to 
spin on the detecting CP for another excessive 
spin loop interval. 

This will only have benefit if the cause of the 
spin loop is temporary, i.e., if it is due to some 
unusually lengthy but legitimate processing cn the 
CP causing the condition. 

The problem here is that neither the operator 
nor MVS knows whether the condition is temporary 
or not. If the operator does not respond to continue 
the spin and instead performs a recovery action, 
the possibility exists that an important MVS system 
function will be the target of that destructive recov- 
ery action. This may even result in an unnecessary 
system crash. 

On the other hand, if the operator does decide 
to continue the spin, how many times should the 
spin be allowed to repeat before taking a more 
forceful action? Each response to continue in the 
spin loop further prolongs the time that the system 
is unavailable. 

2. Respond to the ESL message to trigger :he 
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MVS -.senate CP Recovery ACR) function *:r the 
raiting CP. The -general ACR ''unction »s cescncea 
;n IBM Technical disclosure Bulletin. Nov. 1973. 
Volume iS. No. 5. ai cage 2005. The algorithm 
j sec :o cetermine .vhich .5 ihe 'aiiing CP in an N- ~ 
-vay environment :s described m !SM Technical 
Oisccsure Bulletin. Juiy 1983. Volume 25. No. 2 at 
rage ~5A 

Tr:s causes re .'ec every routines protecting 
:he program running on -he /ailing CP to be in- ;o 
vcked. This ts cone to ailow the recovery routines 
•0 release resources held on the failing CP which 
may be required by the CP currently in a soin loop. 

The drawback of this action is that it also 
-esults in removing the "failing" CP from use by is 
the MVS operating system. Experience has shown 
■hat excessive spin loocs are usually caused by 
non-CP related hardware or software errors. The 
recovery processing associated with ACR may re- 
solve the spin loop but removing the CP from the 20 
configuration is highly disruptive and also unnec- 
essary in the majority of spin loop scenarios. 

Even with a highly-skilled operator, who deter- 
mines and performs each recovery action after only 
30 seconds delay, the system is completely un- 25 
available for severaJ minutes. In addition, the CP is 
unnecessarily removed from system use for an 
undetermined period of time. 

Another drawback of the ACR action can be 
that recovery routines are allowed to retry after 30 
being invoke Therefore, ihe ability of the ACR 
action to resolve the spin loop and avoid a system 
outage is highly dependent on the effectiveness of 
•he recovery routines protecting the failing pro- 
gram. If the recovery routines do not release the js 
resources -'squired by the CP in the spin loop, or 
retry cack to a point in the failing program which 
caused the problem to begin with, the spin loop 
ccnciiicn will not be resolved. 

3. Respond to the ESI message to continue -*o 
the spin on the detecting CP AND initiate a RE- 
START from the system console to interrupt the 
routine executing on the failing CP. This action will 
trigger invocation of recovery routines to force the 
release of resources held on the failing CP. 45 

The crawback of this action is that it results in 
termination of the current unit of work because 
recover/ routines are not allowed to retry when 
RESTART is invoked. Thus, even though the re- 
covery routines may be able to successfully re- so 
solve the problem causing the spin loop, the pro- 
gram is forced to terminate. If a critical job or 
subsystem is active on the failing CP when the 
spin loop is detected, invocation of RESTART will 
cause loss of that critical subsystem and perhaps 55 
require re-iPL of the system. 

Another drawback is that the RESTART proce- 
dure is more complicated than simply responding 



:o a message and ts therefore :r:~e :z~ y:- 
error. 

Most ESI conditions, rue :o :re- z:cr e-:- :* 
inadequate r:;cvery options, arc -vitn a ;.3:a- 
crash and an extenceo outage .-.ecuirrc -= -.-■„. 

In aaditicn to the comoie:<;ties of the ao 
decisions reauirec by the ocerator to :ec--.er 
an ESL cencition. the mecnancs of r~ec::r: = ; 
recovery become Significant!'/ rrcre ir/civec : -e 
ocerator is unable to answer ere scm zee — e = - 
sage and instead must resccne *o :ne sc.r roc 
restartable wait state. For exarr-oie. :cr an -.C". 
response, ihe operating prccecure involves: 

1. Stopping all CPs in the system 

2. Storing the ACR response m cam ; -or age 
on the detecting CP (which may ce m a-;cn :; 
the installation's policies) 

3. Starting ail the CPs except re re:eo::rg 
and failing CPs 

4. Restarting the detecting CP to initiate re- 
covery. 



SUMMARY OF THE INVENTION 

The present invention is a system and crccess 
in a multiprocessor system environment, for detect- 
ing and taking steps to automatically recover from 
excessive spin loop conditions. It comprises 'unc- 
tions and supporting indicators that clearly identify 
true spin loop situations, and present a hierarchical 
series of recovery actions, some new to the E5L 
environment, that minimize the impact of the ren- 
dition to the multiprocessor system, and its «vcr- 
kload. 

It is an object of the present invention to pro- 
vide an automatic and efficient mechanism for de- 
tecting and recovering from excessive scm !coo 
situations in an MP environment. 

It is a further object of this invention to recog- 
nize persistent, related spin looo situations m an 
MP environment and recover automatically frcm 
them. This includes recovering in parallel frcm mul- 
tiple ESL occurrences involving more than one 
failing CP. 

It is a further object of this invention to present 
a hierarchy of recovery actions representing pro- 
gressively more severe actions, so that a severe 
action is taken only when a less severe action has 
failed to resolve the problem. 

BRIEF DESCRIPTION OF THE DRAWINGS 

fig. 1 is a linear time flow diagram showing 
an overview of the Excessive Spin Loop Recover/ 
(ESLR) Function operating in a 2*way MP environ- 
ment. 
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--<z. 2 $ i ;urc::on : Iow dagram outlining 
E-'trSSive Sc-:n Loop Recovery prccessing. 

r>. 3 s a function flow ciagram snowing the 
:-..r.-=r:r!y of recovery actions :aken .vithin ESLR 
C'-cess.-g. 

. = =g. - is 3 linear time Mow diagram showing 
a scenario n .vhich ESLR prccessing is usea to 
ve i iz\r : cco reaalcck situation in a 3-way 
MP erviror.rr.ent. 

P'gure i snows an environment in whic.i an 
err.Gccirr.er.t of -the present invention ccerates. It 
illustrates a 2-way MP system consisting of Central 
Processor i (10) and Central Processor 2 (11). 
Centra: Processor i . having obtained spin-type lock 
x at time tO (id), subsequently enters a disabled 
foop f 1 02); Central Processor 2. requesting spin 
lock < at time to + i (HO), is unable to obtain it. 
and so "spins ', periodically re-requesting the lock 
(i H). 

As with systems of the prior art. it is the 
resocnsibility of the processes which have request- 
ed a spin-type lock to determine that a "long** time 
has etapsed since the lock was requested (a time 
interval referred to as the ESL or Excessive Spin 
Loop, interval); having recognized that this period 
of time has elapsed, (112). the requesting proces- 
sor invokes the Excessive Spin Loop Recovery 
(E3LR) prccessing of this invention (113). This 
processing ultimately results in the release of the 
lock by processor 1 (103). and allows the subse- 
quent acquisition of the lock by processor 2 (114). 

Referring to figure 2, excessive spin loop re- 
covery processing is entered when the CP request- 
ing rne lock detects that it has been waiting for the 
leek for an excessive amount of time. On entry, this 
routine checks to determine whether excessive 
spin loop recovery processing is active on any 
other CP in the complex by checking the CVT 
global control block (24) via the atomic "Test and 
Set" operation. If the answer is yes, there is an 
immediate return and this indication is not treated 
as a detection of an excessive spin loop. 

if the answer is no. the failing CP is identified 
as indicated in the aforementioned TDB (Vol. 26, 
No. 2. at p. 748), and the identity of the failing CP 
is saved. A check is then made to see whether any 
spin loop recovery action was taken for this failing 
CP within the last excessive spin loop interval. If 
so. subsequent recovery processing is bypassed. 
In tightly-coupled MP systems of three of more 
CPs, this is done because two different CPs could 
enter ESLs against the same failing CP within the 
same interval. When the first of these two ESLs 
results in a recovery action, the second ESL must 
be prevented from initiating another (more disrup- 
tive) action before the first one has a chance to 
complete. 

The Excessive Spin Loop Recovery Processor 



'ESLR) rr.a\r.:a\ns a :ac<e m giecat storage £.~: : 
the ::rre of (he last ESL rsccvery ac;;cn 
against eacn CP This Last Ac:ion ~aken L.-T 
Table .25) nas one entry oer CP. ESLn then 

5 pares :he ciccx /alue cn entry .vith r.e LA 7 e n :rv 
for :he failing CP. If an ESL "nerval has not cassac 
since the iast action against chis railing CP. ro 
action ;s ta:<en. However, :r.e *ast ze:ec;;cr: ::~e 
LAS70T (23) fieid s ucoateo because this cetec- 

'0 ticn must ce reccrcea -:o ensure T.e crccer :e ter- 
mination or a persistent problem. The :!cck va^e 
is again obtained and then stored in the giccal ESL 
field (28). indicating that 'his o erection :s :rea*ec as 
a giobal detection, and the routine returns :o :he 
ts caller. 

if no action was taken for this CP within the las: 
ESL interval, a check is mace to see if an ESL was 
detected against any CP within the iast two ESL 
intervals (23). 

20 The question here is whether two consecutive 

(ESL) occurrences represent repeated manifesta- 
tions of the same problem {i.e., a persistent prob- 
lem) or whether each ESL occurrence represents a 
separate problem. If an ESL is identified as occur- 

25 ring for a persistent problem, the recovery action 
for that ESL will be the next one in the series of 
increasingly severe actions for that canicular failing 
CP. 

If an ESL is determined to be the initial mani- 
30 festation of a problem, all the ESL indicators for all 
CPs are reset so that any sequence of actions for 
any CP starts at the first action. 

The Excessive Spin Loop Recovery Processor 
(ESLR) maintains a field (LASTDT) (29) in giobal 
35 storage showing the time of the last detection of an 
ESL against ANY CP. 

A persistent problem exists if: T-LASTDT < 
2xESLI where: 

T = time of this entry to the ESL Recovery routine 
jo ESU = excessive spin loop interval. 

When processing of this ESL is complete. LASTDT 
is updated with the current time at exit from ESLR 
process. 

Given that time between entries to ESLR from 
45 a given spin routine is equal to ESU plus a very 
smail delta consisting of linkage time from the spin 
routine to the ESLR process, it follows that the spin 
routine will continue to call ESLR in less than two 
spin loop time-out intervals until it has obtained its 
so acquired resource. However, a given invocation of 
ESLR may be locked out if another CP has already 
serialized the ESLR function. Therefore, ESLR 
must be cognizant of ail entries to ESLR from any 
CP. If no entry to ESLR occurs from any CP for 
55 two or more spin loop time-out intervals, then it 
follows that ALL spinning routines obtained ALL 
their desired resources subsequent to the last call 
to ESLR. 
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~re rext cr.eck s a oeterminaticn .vr.ether ire 
;aii'-g CP is *n fact executing 3 roc cine that .s 
exenoted 'rem excessive spin !coo recovery pro* 
cessmg (incicated in the LCCA block i27)). A 
mechanism for provtoing such an exemction is 
.-ecjired because there are legitimate system rou- 
tines which could otherwise trigger ESL conditions 
because -he time to complete the function exceecs 
the ESL time-cut vame. This allows the system 
routines to set an indicator around :he 'engthy 
function in a field checked by the ESL recovery 
process. This exemption mechanism allows the 
SSL interval to be reduced far below its value in 
previous MVS systems of AO seconds to signifi- 
cantly improve ESL recovery performance. It elimi- 
nates the need to spin tor such long penccs to 
avoid an ESL aetection and recovery action for a 
legitimate, temporary condition. Some MVS func- 
tions included in this validly exemoted category are 
those which load restartable CP wait states for 
operator communication, place a CP temporanly in 
a stopped state, or communicate with the operator 
via disabled console communication facility. 

If the failing CP is not executing an exempt 
routine, recovery action is initiated for that failing 
CP. This recovery action processing is further de- 
scribed in Figure 3. Having taken the appropriate 
recovery action, the current clock value is placed in 
the LAT field {26) of the failing CP and the global 
ESL field (LASTDT (28)) and return is made to the 
caller. 

Referring to Figure 3, on entry to recovery 
action processing an index is incremented asso- 
ciated with the failing CP. A check is then made 
against the value of the index. If the value equals 1. 
a return is made to the caller. This results in a 
continuation of spinning on the desired lock for 
another ESL interval. It is important to wait for this 
additional ESL intervaJ since it is possible that a 
call may have been made to excessive spin loop 
recovery processing in the window of time between 
the clearing of the exemption flag and the enabling 
of the associated CP and in this case no disruptive 
recovery action is desired. 

If the index is equai to 2, an indicator is set in 
the CVT control block indicating ABEND as the 
recovery action. A Signal Processor instruction in- 
dicating restart is then issued to the failing CP to 
give control to the restart RJH. Return is then 
made to the caller. On the failing CP the RESTART 
FLIH checks the CVT indicator and sets a flag 
indicating the ABEND action and passes control to 
the Recovery Termination Manager to execute the 
ABEND action, which allows the recovery routines 
to retry after performing any necessary clean up. 

If the index is equal to 3. the CVT flag is set to 
indicate the TERMINATE recovery option. A signal 
processor instruction indicating restart is then is- 
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sued :o :he railing CP :c :a-jse ' r -r 
Termination Manager ;o cegin r^rrirq ;r — zr ;~ 
The TERMINATE option differs 'Von "he -EE VI 
option m that it zees not allow recovery -octree *: 
-etry. Resources owred by :r.e railing .nt -J •.-.-< 
are released, ana the jr.it of .vcrx 15 : :<-ce: 
terminate. Return is then mace :o the easier 

If :he index is equal to 4 .-ttemaie CP =ec:.- 
ery (ACR) is initiates for :ne 'aning CP "~r< - 
jo ation is effected by the ceteenrg crccesscr re- 
lating -he receipt of a malfunction alert r;er-_c: 
from the failing CP whicn initiates actions resu 
in taxing [his CP off-line. 

?s 

5-WAY EXAMPLE 

Figure 4 illustrates Excessive Spin i:co Re- 
covery processing active in a 8-WAY MP system. 

20 with two independent excessive spin loops: the first 
involves CPs 0. 1 and 2 all waiting for a resource 
held by failing CP 3; the second involves CP -t 
waiting for a resource held by failing CP 5. Tre 
example shows: 

2S 1. Simultaneous resolution of independent 

ESLs 

2. Correct progression through the hierarchy 
of recovery actions for each ESL taking increas- 
ingly severe action when previous action faiiea to 

30 resolve the problem. 

3. Pacing of actions taken for related ESLs 
(multiple CPs spinning on the same failing CP). 

At times. T, T + 2. and T + 3, the waiting CPs 
(0, 1.2 and 4) request the needed resource of CP 

35 3 or 5. At T + 10. CP 0. noticing that an ESL 
interval (here, 10 seconds) has elapsed .vithcut 
obtaining the resource, calls ESLR processing, 
which sets the CP 3 index to t and saves the time 
of this ESLR processing (T + 10.1) in the IAT field 

40 for CP 3 (figure 2B at 26), and LASTDT (28), and 
then returns to the caller who continues to spin (as 
indicated in figure 3. since this is the initial detec- 
tion). At T + 12, CP 4 detects an ESL, calls ESLR. 
which sets the CP 5 index to 1 and saves the time 

45 (T* 12.1) in LAT entry for CP 5 (26) and LASTDT 
(28), and then continues to SPIN (fig. 3). Simulta- 
neously at T + 12, CP 1 detected an ESL. and 
invoked ESLR • which immediately returned since 
ESLR was already active on CP 4 (see fig. 2A at 

so 21). At T+ 13. CP 2 detected its ESL. called ESLR. 
which takes no recovery action since one was 
taken for this failing CP (CP 3) within the last ESL 
intervaJ (see fig. 2A at 22). The time (T-M3J) is 
saved in LfcSTDT (28). At T + 20.1. another ESL 

55 interval having passed for CP 0, ESLR is again 
invoked; since no action was taken for failing CP 3 
within the last ESL intervaJ <T*10.1 -T + 20.1) 'see 
fig. 2A at 22). a recovery action is taken, tne mcex 
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:"cr Z? 3 ;s rcrer-.erted :c I -fig. 3 at 3i). ana -he 
-EEND 5 signalled to CP 3 .'32). The time 
•7^20 2) s saved in LAT for C?3 (26), and 
-A3~CT .'23). At T-22. CP t again detects the 
evcir=[jon of another E5L interval, calls =3 LB. 
.vi! en raxes no action since action .-/as taken for 
ZP 3 .vijhin -re oast E3L interval {fig. 2A at 22). 
The :ire T -22.1) ;s saved in LAS TOT (23). Also 
^ T-22. ;. CP -t :e:ec:s the expiration or an £3L 
'r-terval. calls ESLR. -.vnich Immediately returns 
5;nc5 E3LR ts already running on CP 1 {fig. 2A at 
2i). At T - 23.1. CP 2 notes the passing of an ESL 
interval, rails ESLR. which takes no action since 
action was taken for CP 3 within the last ESL 
interval (fig. 2A at 22). The time (T + 23.2) is saved 
m LAS TOT (23). At time T*30.2. CP 0 detects the 
passage of another ESL interval (the A8ENO sig- 
nalled to CP 3 at Tr20.2 has not resolved the 
problem on CP 3). calls ESLR. which, since no 
action was taken for CP 3 within the last ESL 
interval, increments CP 3's index (fig. 3 at 31) to 3. 
then signals "Terminate" to CP 3 (33). Time 
(T + 30.3) is saved in the LAT entry for CP 3 (26) 
ana in LASTOT (28). Note that in this example, the 
Terminate action against the unit of work on CP 3 
resolves the spin loop on CPs 0, f and 2. At 
T + 32.1 CP 4. detecting the expiration of another 
ESL interval (T + 22.1 - T + 32.1) calls ESLR. ESLR, 
realizing that no action was taken for CP 5 within 
the last ESL interval (T + 22.1 -T + 32.1; LAT for CP 
5 is T ^ 12.1). but there was an ESL detected 
against some CP within the last two ESL intervals 
(fig. 2A at 23). ESLR increments the index asso- 
ciated with CP 5 to 2 (fig. 3 at 31) and signals 
ABEND to CP 5 (32). The time (T + 32.2) is saved 
in LAT for CP 5 (26), and in LASTOT (28). In the 
example, the ABEND action against the unit of 
work on CP 5 resolves the spin loop on CP 4. 



Claims 

1. In a multiprocessing system complex com- 
prising at least two processors, an operating sys- 
tem, and resources shared among processors, a 
method for recognition of and recovery from exces- 
sive spin loops by the operating system compris- 
ing: 

A) detecting, by a detecting routine in a first 
processor, that said first processor has been in a 
spin loop requiring a resource held by a resource- 
holding routine in another processor for a fixed 
time period; 

B) identifying a target processor in said sys- 
tem complex as a target for responsive recovery 
action; 

C) performing no responsive recovery ac- 
tions if a bypass indicator set by a routine in said 



seccne processor so r cleans; 

0) automatically perrr-rrr.ir.c £ ;r ii-.c :ar;e: 
processor one of a nierarcnicai secuerce :i 
spcnsive programmed recovery ac::cns *' saic :\- 

5 pass mcicatcr is off; 

E) continuing to .oentify said target ire :: 
perform subsequent hierarchical recovery =c;::r-s 
for said target processor until said target prccess*:- 
is no longer so identified as saic target: 

>o f) continuing to so detect the racing :f iry 

of said resources for saic fixed tirre cercc a.nc :■: 
identify target processors anc zeriocr, target 
processor-specific hierarchical recover/ ac::crs „n- 
til all of said resources are acquired by aif retect- 
; s ing processors. 

2. The method of claim 1 m whicn a s^c se- 
quent one of said recovery actions in said hierar- 
chical seauence is performed for said target pro- 
cessor only if an immediately preceding one of 

so said hierarchical recovery actions has been per- 
formed for said target processor longer ago than 
one of said fixed time periods. 

3. The method of claim 2 in which said subse- 
quent action in said hierarchical sequence is per- 

25 formed if there has been said detecting of one of 
said spin loops requiring one of said resources 
held by any of said processors in said multiproces- 
sing complex within two of said fixed time periods, 
and in which an initiaJ one of said hierarchical 

30 » actions is performed otherwise. 

4. The method of claim 3 in which saic hierar- 
chical sequence comprises the action of aonor- 
mally terminating said routine in said target proces- 
sor in a manner that permits a resource-holding 

35 routine in said target processor to resume normal 
execution after cleanup. 

5. The method of claim 3 in which said hierar- 
chical sequence comprises the actions of: 

A) continuing to wait for said resource to be 
40 released for a second fixed time period; 

B) abnormally terminating a resource-holding 
routine in said target processor in a manner that 
permits said routine in said target processor to 
resume normal execution after cleanup; 

45 C) terminating said resource-holding routine 

in said target processor in a manner that does not 
permit said routine in said target processor to re- 
sume normal execution; 

0) removing said target processor from said 

so multiprocessor system complex. 

6. The method of claim 3 in which said hierar- 
chical sequence comprises the following actions, in 
the order listed: 

A) continuing to wait for said resource to be 
ss released for a second fixed time period: 

8) abnormally terminating said resource- 
holding routine in said target processor in a man- 
ner that permits said routine in said target proces- 
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scr to -esL.r.e rcrmai execution ar.er cleanup: 

Ci terminating saia re sou res -no to ir.g rcutire 
r. saiC target processor in a manner -that roes ret 
:erm:t saiC routine <n saia :arge; processor :o re- 
:-:ne ncrmai execution; 

Z) removing said target processor from saia 
Ticiticrc cesser system complex. 

7 in a mijitiorocessing system complex com- 
prising at east two processors, an operating sys- 
tem, and resources sharec among processors, a 
mecnamsm for recognition or and recovery from 
excessive spin loops by the operating system com- 
prising: 

A) detection means for detecting that a first 
processor has been in a spin loop requiring a 
-esource held by a routine in a secono processor 
? 'or a fixed time period; 

3) identification means for identifying a tar- 
get processor in said system complex as a target 
for responsive recovery action when said detecting 
means detects said spin loop; 

C) a processor-bypass indicator associated 
with each of said processors and having an "on* 
setting and an "off" setting, said bypass indicator 
being set to said "on" setting when an exempt 
routine is executing in said processor associated 
with said "on" bypass indicator; 

0) responsive recovery means for freeing 
said resource held by said target processor only if 
said processor-bypass indicator associated with 
saia target processor is "off". 

3. The mechanism of claim 7 in which said 
resconsive recovery means comprises a hierarchi- 
cal set of recovery functions, which further com- 
prise an A. 2 ENC -triggering function for causing a 
resource-'- cscm.g routine executing in said target 
crcee s =cr to- abnormally terminate, allowing retry. 

r '--e mechanism of claim 7 in which said 
rescc~s;-«e recovery means comprises a hierarchi- 
cal of recovery functions, said functions corn- 
el iitf j. 

A; a spin function for permitting said first 
c.-ccesscr to remain in said spin loop for a second 
frxec time period; 

3) an ASENO-triggering function for causing 
a -source-holding routine executing in said target 
processor to abnormally terminate, allowing retry; 

C) a TERMINATE-triggering function for 
causing a resource-holding routine executing in 
said target processor to terminate without retry; 

D) an ACR function for removing said target 
processor from said multiprocessor system com- 
plex. 

10. The mechanism of claim 9 further compris- 
ing means for causing successive detections of 
said spin loop fixed time periods resulting in iden- 
tification of the same target processor or a different 
target processor to cause invocation of one of said 



recovery functions, said recover,- 
nvoKed <n the crder A, 3. Z. 2 *•:<' a car" 
target orccesscr. if one of saio ■*.-.■::. or 5 .-.a 
.'okec 'ess recently tr.an saiG : i;<ec "\~e car-; 

5 said identified target processor. 

n. The mechanism :f ::aim iq ^r-er 
prising means for causing a successive :et-e 
of said spin loop fixec tine cencd icuz^rz i 
cetection to inveke a secuer t-ai ecc very *'-.** 

■o for said identifiea target processor wer saic 
cessive detection occurs .vtr.tr, 2 ixec :;~e 
vais of said prior cetecticn. 
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